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Monthly Spam Landscape

Ron Paul, MP3s, and global warming…what do they all have in common?  No, it’s not some new 
presidential campaign.  They were all topics leveraged in new spam tactics in October. While 
overall spam levels continue to slowly inch upwards—70.5% of all email traffic in October—
Symantec continues to observe spammers seeking out new alternatives to old favorites such 
as image spam and PDF spam.

Highlights from this month included:

•  Spammers cast their presidential vote: As the presidential campaigns heat up, one candi-
date receives an endorsement from a particular spammer. (See Page 6)

•  Fraud and scams on the rise: These categories accounted for 18% of all spam in October. 
(up from 13% in September)

•  MP3 spam makes its debut: Stock spam finally finds it’s voice. (See page 7)

•  Click away the carbon” environmental spam: With global warming making headlines 
nearly every day, spammers have taken notice and made this their latest social engineering 
tactic. (see page 8)

•  Image spam dips further: Image spam which has tumbled dramatically since January 2007 
continues to stagnate around 7% of total spam. (See Page 5)

•  Spammers exploiting Google searches: Spammers have started using Google’s advanced 
search operators to direct end users to a spam URL. (See Page 16)

•  Additional insight is provided below on the following tactics:

 - Trick or Treat! Happy Halloween Spam

 - Spammers’ Interest in the Housing Market Continues

 - Spanish-language Pharmaceutical Spam 

 - Russian Bride Spam

 - Spam Spotlight: Regional Spam Trends APJ

Percentages of Email Identified as Spam
Defined:

Worldwide Internet Mail Gateway Spam Percentage represents the number of messages that 
were processed and classified as spam versus the total number of messages processed when 
scanned at the mail gateway. This metric represents SMTP layer filtering and does not include 
the volumes of email detected at the network layer.

A trend line has been added to demonstrate a 7-day moving average.1
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Global Spam Categories

Defined:

Spam category data is collected from classifications on messages passing through the  
Symantec Probe Network.

Global Spam Categories (90 Days)
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Category Definitions

•  Product Email attacks offering or advertising general goods and services.  Examples: de-
vices, investigation services, clothing, makeup

•  Adult Email attacks containing or referring to products or services intended for persons 
above the age of 18, often offensive or inappropriate.  Examples: porn, personal ads,  
relationship advice

•  Financial Email attacks that contain references or offers related to money, the stock  
market or other financial “opportunities.”  Examples: investments, credit reports,  
real estate, loans

•  Scams Email attacks recognized as fraudulent, intentionally misguiding, or known to re-
sult in fraudulent activity on the part of the sender.  Examples: Nigerian investment, pyra-
mid schemes, chain letters

•  Health Email attacks offering or advertising health-related products and services.   
Examples: pharmaceuticals, medical treatments, herbal remedies

•  Fraud Email attacks that appear to be from a well-known company, but are not. Also 
known as “brand spoofing” or “phishing,” these messages are often used to trick users 
into revealing personal information such as email address, financial information and  
passwords.  Examples: account notification, credit card verification, billing updates

•  Leisure Email attacks offering or advertising prizes, awards, or discounted leisure  
activities.  Examples: vacation offers, online casinos, games

•  Internet Email attacks specifically offering or advertising Internet or computer-related 
goods and services.  Examples: web hosting, web design, spamware

•  Spiritual Email attacks with information pertaining to religious or spiritual evangelization 
and/or services.  Examples: psychics, astrology, organized religion, outreach 

• Other Emails attacks not pertaining to any other category.
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Regions of Origin

Defined:

Region of origin represents the percentage of messages reported coming from each of the fol-
lowing regions: North America, South America, Europe, Australia/Oceania, Asia and Africa.
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Percent Image Spam

Defined:

The total number of image spam messages observed as a percentage of all spam observed.

A trend line has been added to demonstrate a 7-day moving average.
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Spammers Cast Their Presidential Vote

As the presidential campaigns heat up candidate, Ron Paul, has become a particular favorite 
of one spammer. While there is no evidence to suggest that this particular spam campaign 
has emerged from Paul’s campaign, it is an interesting signal of the type of spam emails that 
may emerge in the run up to the U.S. presidential election in 2008. Some of the subject lines 
in this spam campaign have included the following:
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MP3 Spam Makes Its Debut

Stock spam finally finds it’s voice. Pump-and-dump stock spam has been one of the major 
types of spam observed by Symantec for some time now. Over the last year, Symantec has 
observed a change in the way that that these stock spammers try to bombard recipients with 
this type of spam. Examples include:

-  In January, spammers predominately used images attached to spam emails to promote  
various stocks.

-  In May, Symantec reported that spammers were using legitimate image upload hosting  
solutions to host images that referred to stocks.

-  In June, Symantec reported an increase in spam which used links and embedded URLs to 
reference stock images contained in spam.

-  In July, Symantec reported the emergence of attachment spam. PDFs and other file types 
were attached to spam emails. These PDFs contained information about various stocks. 

It comes as no surprise that in October, Symantec observed a small scale attack where MP3 
files were used to promote specific stocks. The average size of the MP3 file was approxi-
mately 63.3 KB, with the garbled stock tip lasting for about 30 seconds. The audio content 
sounds as follows:

As antispam filters become more sophisticated, it is clear that spammers will continue to 
reinvent how they send spam.

7



Spam Monthly Report, November 2007

Spammers Care About the Planet Too!

The issue of global warming has received an increased amount of press of late so it is not 
surprising that spammers too have begun to take an interest in this topic. A particular spam 
attack observed by Symantec in October offers a method that the recipient can use to “Click 
away the Carbon.” On completion of a survey—which requests a significant amount of per-
sonal information—a donation “will be made” by one of the survey’s sponsors on behalf of 
the email recipient.  Again, spammers view this as a business, and therefore are motivated to 
leverage any hot topic that will generate the greatest response. 
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Additional Insights

Trick or Treat! Happy Halloween Spam

Is your house haunted? One novel spam attack seen in the month of October purports to tell 
you for a mere $9.99/month (plus additional charges). With the subscription, you receive 
three text messages per month with tips about superstitions. Graphic heavy, this offer had the 
recipient answer several questions all revolving around popular superstitious beliefs such 
as ‘have you broken a mirror?’ and ‘has a black cat crossed your path?’ After answering the 
questions, one must input their mobile number and agree to the small print which states they 
are entering a binding agreement to pay $9.99/month for the three-times weekly text mes-
sage service. Only after they agree to the subscription fees, would they receive the answers.
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Spammers’ Interest in the Housing Market Continues

Last month, Symantec reported how spammers had taken an interest in the housing market 
slowdown by offering different home refinancing deals. In an ongoing attempt to leverage 
capital by any means possible, the latest variations suggest releasing equity from your par-
ents’ home. 
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Spanish-language Pharmaceutical Spam

Pharmaceutical spam has long been one of the most common types of spam in English. From 
time to time, Symantec sees attacks in other languages promoting medication products. In 
this Spanish example, a penis enlargement product with the sensationalist name of MagnaP-
ene was found.

Although similar to English language attacks, there are some noticeable differences. In Eng-
lish versions of this attack, the email body generally would contain an advertising slogan, a 
URL, and some random words, whereas the Spanish version is written to appear more like a 
personal message. The translation of the sample below is:
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Russian Bride Spam

Throughout September and October, there has been a steady flow of dating spam attacks 
including “Russian bride” themed URLs, with a ‘.cn’ or ‘.info’ TLD. The headers are highly ran-
domized, with URLs changing every 1-2 days. The attacks range from 100,000 up to 1 million 
messages, with the average attack at about 500,000 messages. 

The attack has evolved from a short concise spam message…

… to a longer, more subtle attack.
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Spam Spotlight: Regional Spam Trends APJ.

A closer observation of spam tactics in APJ this past month revealed some interesting trends. 
Financial spam currently makes up 33% of all spam in APJ. This figure is contrasted by a 
global percentage of only 14% for financial spam. The adult and fraud categories in APJ also 
differ significantly from the global percentages. Adult spam makes up 2% in APJ compared 
with 7% globally and fraud makes up 1% in APJ compared with 7% globally. Some of the more 
high profile spam attacks in the APJ region are profiled below.
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Chinese Invoice Spam

The classic invoice spam which is particularly prevalent in Chinese spam continues. The 
structure of this spam is quite similar to the structure of 419 spam. 
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Seminar Promo Spam

Seminar promo ads spam is also very commonly seen in Chinese and Russian spam. Gener-
ally, this type of spam is not seen in English. It is often sent by certain management training 
institutions who are promoting training courses.
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Spammers Exploiting Google’s Advanced Search Operators

Symantec has recently observed a trend where spammers are using Google’s advanced search 
operators to direct end users to a particular spam URL.

The following is an example of a URL contained in a recent product spam attack

This URL is equivalent to typing

inurl:replica intext:”Perfect+cheap+replica+watches+online.” into Google’s search box

The Google query returns a link to a URL which is controlled by a spammer.

By using the Google search string spammers hope that some antispam URL technologies that 
require a precise URL path will have difficulty in filtering this spam attack. This is just another 
example of the steps spammers are willing to take in order to evade antispam filters.


